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NAT32

      Technical Reference


NAT32 Technical Background

NAT32 is an enhanced IP Router. The main enhancements over standard IP Routers are in the areas of Network Address Translation and Port Mapping.


Standard IP routers forward packets between Network Interfaces according to a set of


rules contained in a Routing Table. 
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In the above example, the Windows 95 PC has two Network Adapters. These Adapters interface to the system through the NDIS3 Interface. Adapter 1 is an Ethernet Adapter attached to a private LAN. 

Adapter 2 is an Ethernet Adapter attached to a Cable Modem Network.

The private LAN uses addresses like 192.168.x.y. Private addresses are not globally unique, they are described in RFC 1597. Machines using private IP addresses cannot access the Internet. 

The Registered Network uses IP addresses which are globally unique. Machines using registered IP addresses can access the Internet.

The Routing Table contains the following fields:



Dest. Addr.: 
the final destination address of a packet



Network Mask:
defines the network portion of an IP address



Gateway:
the gateway or "next hop" to which a packet will be sent



Interface:
the IP address of the interface (adapter) over which to send a packet

The Windows Routing table also contains an additional field called "Metric". Normally, the Metric of a Route is 1. It indicates how many "hops" are needed to reach either the destination or a gateway which can forward the packet to its destination. Windows sometimes sets the Metric to 2 to indicate that the destination (or a gateway which can forward the packet to its destination)  is 2 hops away. The Metric is used to choose the best route if two or more options exist.

IP Routing works as follows:


( a packet from PCx to the Windows PC will have a destination address of 192.168.1.1. The 


IP Routing Module on the Windows PC receives this packet and consults the Routing Table to

 
determine its next hop. The Routing Table has an entry for the address 192.168.1.1. This is


called a Host Specific Route. It states that the next hop is 127.0.0.1, which is a special address

 
indicating the local machine's higher level protocols (TCP or UDP). The IP module will therefore 


pass this packet on to the TCP or UDP drivers. The packet has thus arrived at its final

 
destination.


( a Packet from an application running on the Windows PC is passed to IP (via TCP or UDP) for

 
transmission to PCx. Suppose PCx has a destination address of 192.168.1.2. The packet will 


therefore have a destination address of 192.168.1.2. Again, IP looks up this destination address 


in the Routing Table and determines that there is no direct match. However, when the mask 


255.255.255.0 is applied to the address, we get 192.168.1.0, and a route for this address does 


exist in the routing table. It has a next hop of 192.168.1.1 and an Interface address of 


192.168.1.1, meaning that the packet can be delivered directly on the 192.168.1.0 network. The

 
packet will thus be passed down to theNDIS3 layer, which sends it out over Adapter 1. The 


packet has been sent to its final destination.

Now let us suppose that an application running on the Windows PC needs to send a packet to 128.10.2.1 (an address on the Internet):


( again, the Routing Table is consulted, but IP finds no entry for this address. It therefore uses


the Default Route, which matches ALL destinations and is only used if no other match is


found. The next hop in this case is the address 137.92.11.1 and the Interface Address is

 
137.92.1.54, so the packet is sent to 137.92.11.1 via that interface. Again, the packet is passed 


down to the NDIS3 layer, but this time, it  leaves the machine via Adapter 2. The 137.92.11.1 


gateway will pass the packet on to the Internet.

Once you have understood this procedure, you will see that the sole purpose in the life of an IP Module is to shuffle packets back and forth between multiple interfaces. Even a machine with only ONE Adapter will always have at least TWO Logical Interfaces, the adapter itself and an interface to the TCP and UDP software running on that machine.

IP Forwarding
By adding the (inappropriately named) value EnableRouting = 1 to the Windows 95 Registry at: 


HKEY_LOCAL_MACHINE\System|CurrentControlSet\Services\VxD\MSTCP\

the Windows 95 machine can be made to act as a gateway. This means that the IP Routing Module now has an additional task to perform: it must accept packets for destinations on other networks and forward them to a host or gateway attached to a different network. In order to act as a gateway, a computer must connect to two or more separate networks. In the diagram above, the Windows 95 PC connects to two networks via two adapters, so enabling IP forwarding may be desirable.

Let us suppose that PCx wants to send a packet to 128.10.2.1 (an address on the Internet). PCx also has a Routing Table, which has a default route pointing to 192.168.1.1, the address of the Windows PC on that network. When this packet arrives at Adapter 1 of the Windows PC, IP will again look up the Destination Address of this packet (128.10.2.1) and again, it will find no matching entry.


If Enable Routing is 1, Windows 95 will forward this packet via the default route, 


otherwise the packet will be discarded and an ICMP error message will be sent to

 
the originating host.
Full details on IP forwarding in Windows 95 can be found in the Resource Kit Help file which was supplied on the original Windows 95 CD ROM (see \Admin\Reskit\Helpfile\Win95rk.hlp). 

Much confusion over the IP forwarding feature of Windows 95 exists. This stems from the fact that the original VIP.386 module supplied with Windows 95 contained several bugs. Later, several corrected versions of VIP.386 were released which I have tested extensively. I have found them to be rock-solid on the original Windows 95 and Windows 95 OSR2 platforms . However, for the original Windows 95 version, you must install the version found in the Microsoft Dial-Up Networking Upgrade Version 1.2 or later, available for free download from www.microsoft.com.

Later Windows versions such as Windows 98 and Windows 98SE always performed IP forwarding correctly and need no update.

To continue with our example:

The packet from 192.168.1.2 to 128.10.2.1 will usually solicit a response from the remote machine. The response will be sent to the Source Address contained within the original packet (192.168.1.1).

Now a major problem arises:


The address 192.168.1.1 is a private address. Private addresses are not globally unique


so no gateway in the Internet knows where to send them. The response will therefore be


discarded and never reach PCx or even our Windows PC.
This is where Address Translation and Port Mapping come into the picture.

Address Translation and Port Mapping

A very basic form of Network Address Translation is described in RFC 1631. The basic idea is:


A Network Address Translator modifies the source address of all packets sent to the


Internet. The source address is set equal to a registered IP address selected from a 


set of IP addresses allocated for this purpose.


Conversely, packets arriving from the Internet at the registered Interface are forwarded


to the machine which sent the original packet.

The original idea was to use a distinct, registered IP address for packets from each machine on a private LAN. However, the vast majority of home and small business users only have one registered IP address at their disposal. 

The Address Translation Algorithm can therefore be modified as follows:


The Network Address Translator modifies the source address of all packets sent to the


Internet. The source address is set equal to the registered IP address of the Interface


over which the packet leaves the system. The source port number is modified and stored


in a Port Mapping table. 


Conversely, packets arriving from the Internet at the registered Interface are forwarded


to the machine which sent the original packet. The incoming destination port number


determines which machine on the private LAN is to receive the packet. 

Note that only TCP segments and UDP packets have Port Numbers, therefore this method can only be used for the TCP and UDP protocols.

This basic algorithm has been implemented in many TCP/IP protocol stacks, including Linux, NetBSD, FreeBSD, Xinu, and the stacks of reputable gateway vendors such as CISCO and many others.

The glaring exception is Microsoft, which did not implemented this feature in any product prior to Windows 98SE (where it is termed Internet Connection Sharing).

Supporting NAT on Windows Platforms
Several vendors have implemented NAT add-ons for Windows 95/98 and NT. The approach taken in NAT32 is to intercept incoming and outgoing packets at the NDIS3 layer. This means that all existing applications on the Windows PC will run without modification, because NAT32 does not modify or replace any standard Windows DLLs or Device Drivers. In addition, NAT32 is not involved in any packet transfers between applications on the Windows PC and the Internet or the private LAN. In fact, NAT32 only maps packets explicitly sent to its unique address on the private LAN.  

NAT32 works by providing an additional, enhanced, TCP/IP stack to the NDIS3 Layer. This NAT-capable stack is used to forward all packets for the Internet from the other machines on the private LAN. In other words, only the other machines use NAT32 as their gateway to the Internet. Windows IP Forwarding is not required and must be left disabled. 

So, how do we get the other machines on the private LAN to send Internet traffic to the address of the NAT32 stack? This is achieved by adding a default route on those machines to point to NAT32's IP address. This can be done by simply adding a gateway entry using the Control Panel (or equivalent). Note that the other machines need not necessarily be Windows machines, nor do they need to run any additional software.

Packets arriving from the Internet at the registered IP address are forwarded to the correct destination machine because NAT32 (through the NDIS3PKT driver) intercepts these packets before the Windows protocol stack actually receives them. The arriving packet will have a Destination Port Number which appears in the NAT32 Port Mapping table. NAT32 can then forward them to the correct machine on the private LAN. 

NAT32 Architecture



Windows 95/98 PC








          TCP
          UDP


        NAT32










IP Routing Module


IFN 
 0             1            2            3



      (VIP.386)


          
  

                       local       




   



      DUN                    NDIS3









 
        Adapter 1
    Adapter 2



           Modem

  PCx

PCy








LAN 1










LAN 2








Gateway








 Internet

NAT32 is a WIN32 application which "hooks into" the Windows protocol hierarchy between NDIS3 and the higher layers (IP, TCP/UDP and applications). NAT32 has its own IP Routing Module which forwards packets between each of the four Logical Interfaces (IFN) shown in the above diagram.

Interface 0 is the interface between the NAT32 IP Routing Module (the IP thread) and the TCP and UDP protocols within NAT32.

Interface 1 is the interface to the Windows Dial-Up Networking Adapter. NAT32 shares the IP address which the PPP protocol has negotiated for the current connection.

Interface 2 is the interface to the Windows Network Adapter 1. This interface is known as Adapter 1 in NAT32, and the IP address assigned to this interface MUST be valid on the LAN to which the Windows PC attaches. This address is later referred to as the "NAT32 Gateway Address". Note that it differs from the Windows IP address for this adapter.

Interface 3 is the interface to the Windows Network Adapter 2. This interface is know as Adapter 2 in NAT32, and the IP address is shared with the registered IP address configured within Windows.  

Note that because NAT32 "hooks into" the existing Windows TCP/IP configuration, it can automatically determine the IP address and other details which may have been assigned to the interface via DHCP. Even if these details change, NAT32 will always notice the changes on startup.

NAT32 Security Issues
When a private LAN is connected to the Internet through NAT32, selected computers on that LAN can be made accessible to the outside world. However, the following basic rule applies:

If no NAT32 permanent port mappings exist for a machine on your private LAN (this is the default), outside machines have NO ACCESS to that machine. 

If you need to run FTP servers, WEB servers or Telnet servers on private machines, you must explicitly map the ports used by such applications to corresponding ports on your private machines.

Many users ask whether connecting your private LAN to the Internet with NAT32 makes your private machines show up in the Network Neighborhood of machines on the Internet. The answer is no, your private machines are not accessible from the Internet. In fact, they can't even be pinged.

However, the machine running NAT32 is, of course, visible to the Internet. A problem can arise for users who have Windows File and Printer Sharing enabled on that machine. This automatically enables a server which listens for incoming NETBIOS requests, so we may have a problem. 

NETBIOS uses UDP and TCP to support File and Printer sharing. Participating machines broadcast certain packets on the local network. Normally, these broadcasts are NOT propagated by routers, so outside access should not be possible.

To determine whether or not these NETBIOS broadcasts can reach your machine, you need to know a few details of your ISP's configuration. 

A typical ISP Setup
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In the above setup, your PC running NAT32 is connected to your ISP via a Dial-Up PPP link. Neither Windows nor NAT32 will propagate NETBIOS broadcasts from the private LAN to the Remote Access Box, so no problems arise. If, for some malicious reason, an outside user were to get NETBIOS broadcasts coming in to the NAT32 box, NAT32 will block them, they will not reach your private LAN. However, Windows on the machine running NAT32 will respond to them, so you should notify your ISP if this ever occurs. Any PC which has File and Printer sharing enabled and which is directly connected to the Internet should always have strong passwords enabled on these services. It is also highly recommended that you share only certain directories, never share directories containing sensitive information.  

A typical Cable Modem Setup
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In this configuration, all subscribers to the service are effectively joined into one big LAN. All machines connected to the service use the same subnet address. Therefore, a NETBIOS broadcast from User X in the diagram will also reach Windows on your NAT32 box. But again, neither Windows nor NAT32 will pass these packets on to your private LAN, so your private machines are safe. 

Note that Windows on the NAT32 box will reply to incoming NETBIOS broadcasts and that that machine will appear in the Network Neighbourhood of all the other machines on that Cable Modem segment. You must use strong passwords on all shared resources in this case.

Running TCP or UDP servers on your Private LAN:

Many users need to make machines on their private LAN accessible from the Internet. In order to do this, you must explicitly allow connection requests on certain ports to be forwarded by NAT32. Several examples of this will be given in later sections of this document.

The basic rules to remember are:


Assign strong passwords to all services offered by your machine.


Change these passwords regularly.


Users on the Internet access your servers via your registered IP address.
Making private TCP and UDP Clients Accessible:

Many applications initially behave as clients, but then need to accept unsolicited traffic from machines on the Internet. One example of such an application is ICQ. When it starts, it contacts an ICQ server by sending out UDP packets on Port 4000. Other users on the Internet may want to send you an ICQ message, so those users need to know on what UDP port your ICQ application is listening. The ICQ server has made a note of the Source Port from which it received your original "signon message". Other users will send their messages to your registered IP address and that Port Number.

NAT32 therefore needs to make the original ICQ port mapping permanent. All Builds of NAT32 after Build 1090 do this, so ICQ will work "out of the box" on machines behind NAT32.

Many other applications also behave in a similar way. NAT32 will be updated progressively to support such applications.   

How to Configure Unsupported Applications.

SNTP Clients

Do people often argue with you about the correct time? Here's how to give them the time of day, once and for all:

0. Download this great free program: http://www.thinkman.com/~thinkman/dimension4/index.htm
1. Install it as directed.

2. Run it.

Your PC clock will then be accurate to within 50 msec.

To make it work on your other PCs (those behind NAT32), add the following Permanent Port Mapping to the NAT32 startup file:


ppmap add udp 123 172.16.2.4 123

Just one point to watch: some ISPs block UDP traffic on Port 123.

FTP Clients

FTP clients must be set to use the PASV mode. Nearly all clients support this mode.

Notable exceptions:
Microsoft Command Line FTP

Some FTP Clients (e.g. FTP Voyager) support SOCKS5. See file socks5d.man for details on how to use the NAT32 SOCKS5 Daemon.

FTP Servers

FTP servers normally listen at Port 21.

FTP servers must support the PASV mode. This is because ALL WEB Browsers use the passive mode for FTP transfers.

NAT32 mapping: 
ppmap add tcp 21 <private IP address> <port>
Example: To map incoming FTP connection requests to Port 21 on machine 192.168.1.2:




ppmap add tcp 21 192.168.1.2 21
WEB Servers
WEB servers normally listen at Port 80. If other port numbers are used, use the following format in your

URLs:



http://www.nat32.com:8080/nat32.html

NAT32 mapping:
ppmap add tcp 80 <private IP address> <port>

Example: To map incoming HTTP connections to port 8080 on machine 192.168.1.3:




ppmap add tcp 80 192.168.1.3 8080
X-Windows Servers
X-servers normally listen at Port 6000. To contact an X-server from an X-client, the following command can be used on a machine running SUN OS:




xterm -display host:0.0
This command would contact the specified host via Port 6000.

NAT32 mapping:
ppmap add tcp 6000 <private IP address> port
The following command could be used to contact a second X-server on your private LAN:

 


xterm -display host:1.0
NAT32 mapping:
ppmap add tcp 6001 <private IP address> port
Example: To map one incoming connection to 192.168.1.2 and another to 192.168.1.8:




ppmap add tcp 6000 192.168.1.2 6000




ppmap add tcp 6001 192.168.1.8 6000

CuSeeMe and PowWow

# UDP Ports Mapped for Tribal Voice PowWow

ppmap add udp 13223 192.168.0.2 13223

# TCP Ports Mapped for CU-SeeMe 3.x.x

ppmap add tcp 7648  192.168.0.2 7648

ppmap add tcp 7649  192.168.0.2 7649

# UDP Ports Mapped for CU-SeeMe 3.x.x

ppmap add udp 7648  192.168.0.2 7648

ppmap add udp 7649  192.168.0.2 7649

ppmap add udp 24032 192.168.0.2 24032

# TCP Ports Mapped for CU-SeeMe Pro

ppmap add tcp 7648  192.168.0.2 7648

ppmap add tcp 1720  192.168.0.2 1720

ppmap add tcp 1503  192.168.0.2 1503

# UDP Ports Mapped for CU-SeeMe Pro

ppmap add udp 7648  192.168.0.2 7648

ppmap add udp 24032 192.168.0.2 24032

(Thanks to Tim Davis).

VDO Live Video
VDO live video streams can be obtained via the HTTP protocol, in which case no particular mappings are necessary. However, for better performance, the player can request delivery via a UDP Port (typically 7000), in which case the following mapping should be used

NAT32 mapping:
ppmap add udp 7000 <private IP address> port

Example: To map incoming VDO datagrams to port 7000 on machine 192.168.1.5:




ppmap add udp 7000 192.168.1.5 7000 

Mapping ALL unsolicited incoming UDP Traffic
Incoming, unsolicited UDP datagrams on all ports can be forwarded as broadcasts on a specified interface. Note that explicit port mappings as illustrated above have precedence over the following mechanism: 

NAT32 mapping:
ipmapb ifn
Interface numbers are assigned as follows:




ifn
Interface



 1
PPP connection




 2
Adapter 1




 3
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 4
Adapter 3




 5
Adapter 4

This technique can also be used for RealAudio and various other applications which send UDP packets to dynamically assigned port numbers. 

Miscellaneous Server Issues
A Windows machine may have more than one TCP/IP protocol stack installed, even in cases where only a single Network Adapter is present. In these cases, servers must be explicitly told on which IP address they are to listen. Check the configuration options of your server software.

Example: FREEWAY FTPD lets you specify both the IP address and the PASV mode. It is freeware and can be downloaded from your nearest TUCOWS mirror.

NetMeeting and other H.323 Applications
All H.323-based applications are notoriously difficult to support on private LANs and LANs connected to the Internet through firewalls. However, an Australian software company, EQUIVALENCE, supplies a low-cost package which allows H.323 apps to be used on private networks and networks behind firewalls. This package has been tested with NAT32 and works perfectly. It allows any machine on your private LAN running NetMeeting (or similar) to contact (and be contacted by) any machine on the Internet.

You can achieve limited NetMeeting functionality by following the guidelines in the following article:

http://support.microsoft.com/support/kb/articles/Q158/6/23.asp

NAT32 TELNET

NAT32 Version 6.4 and higher no longer supports a telnetd per default. If you need to TELNET into the NAT32 system, please place the following command in your startup file (anywhere before the final shell command):


telnetd on password [port]

This command will start a TELNET DAEMON at the default PORT 23, or any other port which you specify. To turn OFF the TELNET DAEMON, execute the following command:


telnetd off

NAT32 Onexit

Version 6.4 and higher allows commands to be executed just before NAT32 is exited to be specified in the file onexit in your NAT32 directory.

Typical examples of such commands might be the duns off command, that turns of the DUN Server.

You should not place commands to be executed on exit after the shell command in startup as in previous versions of the product.

Packet Tracing

Versions 6.5 and higher contain a selective packet tracing facility. Tracing works by writing a Packet Record to STDOUT whenever a packet matching a specified filter is passed to a specified NAT32 Interface. The command syntax is as follows:

itrace ifn [filter | off] [wc]

otrace ifn [filter | off] [wc]

NAT32 contains the following Interfaces:


ifn 0

NAT32 local interface


ifn 1

PPP interface


ifn 2

First Ethernet interface


ifn 3

Second Ethernet interface

Of course, shell redirection can be used to redirect the output to another NAT32 window, a disk file, or any other NAT32 device.

A Packet Filter is specified as a text file in your NAT32 directory. Several typical filters are supplied. For example, the IP filter is:

FF FF FF FF FF FF FF FF FF FF FF FF 08 00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

Byte FF matches any value and the number of bytes in the filter indicates how many bytes should be displayed. 

Further details on this mechanism can be found in file ptrace.man.

Packet Filtering

Versions 6.5 and higher contain a packet filtering mechanism. Filtering works by performing a specified action on certain incoming packets. The command syntax for the packet filter is as follows:

filter ifn filter [action]

A filter is specified as explained in the previous section. 

Several actions may be specified:

discard [n]

; discard after n matching packets have been received

copy [dev]

; copy the packet to the specified device

q [n]


; insert the packet at the end of the IP input queue  

delete

; delete the specified filter

The discard action causes matching packets to be discarded either immediately, or after n such packets have been received. This allows traffic quotas to be applied to users on selected machines.

The copy action causes matching packets to be printed to a specified device, which may be a NAT32 Window, a disk file or even an open TCP connection.

The queue option inserts the packet at the end of the IP Input Queue from which it was extracted. This can be done up to n times, thereby delaying further processing for load-balancing purposes. This action effectively gives certain packets a lower priority, which improves the performance of interactive applications (such as Telnet) during lengthy WEB or FTP transfers.

The delete action deletes the specified filter.

Packet Monitoring

Versions 6.5 and higher contain a stand-alone Packet Monitoring tool which is useful for debugging network and protocol problems. This tool is available only to registered users. It can be run on any Windows machine on your private LAN on which the NDIS3PKT driver is installed.

Full details are contained in the file netmon.man.

Making NAT-unaware Applications run on a private Machine

Here's a neat trick which you can use when all attempts to get an Application to run on a machine behind NAT32 are unsuccessful:

If you have access to a VPN Server, simply set up a VPN connection from the private machine to the VPN Server. Be sure you have the "Use default gateway on remote network" option checked in the Properties / TCP/IP settings of the VPN Connection.

If your VPN Server assigns a registered IP address, and if it has a gateway to the Internet, then your private machine will have full access to the Internet through that VPN Connection and NAT32. 

All your other machines continue to have Internet access, but only NAT-modified access through NAT32.

Using this technique, even Applications like NetMeeting will run perfectly on the private machine.

But note that only one private machine per VPN Server can make use of this technique at any time. of course, if you have access to more than one VPN Server, then as many machines as you have Server access can use this technique.

Be sure you are running NAT32 Build 1086 or higher if you need to use this technique.

Using NAT32 to Share a VPN Connection

NAT32 can use a Microsoft VPN connection to give all machines on your private LAN secure Internet access through a VPN Server.

Let's assume you have a Cable Modem (or similar) setup. All you need do is establish a VPN connection through the Internet to the VPN Server. Then you start NAT32 as follows:

nat32.exe ppp 1

This will run NAT32 with the PPP support enabled and with one network interfaces. Be sure that that interface is the interface to your private LAN. If need be, generate a file called exclude which contains the name of your Cable Modem Ethernet Adapter, so that NAT32 does not bind to that adapter. 

The PPP connection which is used is actually the VPN Connection, and your machines on the NAT32 secondary interface will then be able to communicate with the Internet, not directly via the Cable Modem, but indirectly via the PPTP protocol running via the Cable Modem between your NAT32 machine and your VPN Server.

Note that this technique currently works only with NAT32 and Cable Modem or other Ethernet Adapters.

It does not work if NAT32 is to share a "normal" DUN Connection, even though it is possible to open up a VPN connection over a normal DUn Connection. This limitation will be removed in a future Build.

Be sure to configure the VPN Connection exactly as follows:


 











to be continued….
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